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“The contents of this policy document are for and by TELETAP Payments Limited and may not be distributed unlawfully. Only the latest version is acceptable.”
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1. [bookmark: _Toc221545426]Effective Date: January 2026
TELETAP Payments Limited ("TELETAP", "we", "us", or "our") is committed to protecting personal identifiable information (PII) data in compliance with the GDPR, Zambia’s Data Protection Act No. 3 of 2021 and the Bank of Zambia’s regulations for electronic money issuers. Our Privacy Policy outlines how we collect, process, store, and protect personal information when our customer and other stakeholders use our services, website, or applications. We are committed to protect privacy through transparency and compliance with Zambian law.
2. [bookmark: _Toc221545427]Lawful Basis for Processing
We process your personal data under the following lawful bases as per the Data Protection Act:
· Consent: Where you have provided explicit, informed, and voluntary consent.
· Contract: To fulfill our obligations under your Customer Agreement or Merchant Agreement.
· Legal Obligation: To comply with Bank of Zambia regulations, anti-money laundering laws, or other statutory requirements.
· Legitimate Interests: For fraud prevention, service improvement, or analytics, provided your rights are not overridden.
3. [bookmark: _Toc221545428]Information We Collect
We collect personal data necessary for providing our services, including:
· Personal Identifiers: Name, phone number, national ID number, date of birth, and proof of address, as required for Know Your Customer (KYC) compliance under Bank of Zambia regulations.
· Transactional Data: Details of transactions, including amounts, recipients, and timestamps.
· Financial Data: Bank account details or credit history (with consent) for loan or overdraft services via Credit Reference Bureaus (CRBs).
· Device Information: IP address, device type, and browser data when accessing our services.
· Cookies and Analytics: Data collected via cookies to enhance user experience, as outlined in our Cookie Policy.
4. [bookmark: _Toc221545429]Consent for Data Processing
· We obtain your explicit consent before collecting or processing personal data, except where processing is required by law or contract. Consent is requested during account registration, loan applications, or marketing opt-ins via clear, affirmative actions. 
· We provide clear information about the purpose, scope, and recipients of your data at the point of collection.
· You may withdraw consent at any time by contacting our Privacy Department (details below) or via our app. Withdrawal does not affect the lawfulness of prior processing or processing based on other lawful grounds.
· We do not knowingly collect data from individuals under 16 without parental consent, in line with the Data Protection Act.
5. [bookmark: _Toc221545430]Purpose of Data Processing
Your personal data is processed for:
· Verifying identity for KYC and anti-money laundering compliance.
· Processing transactions, including person-to-person transfers, merchant payments, and bill payments.
· Assessing creditworthiness for loan or overdraft services, with your consent.
· Improving services through analytics and user behavior analysis.
· Sending marketing communications, only with your explicit consent.
· Complying with legal obligations, including reporting to the Bank of Zambia or Zambia Revenue Authority.
6. [bookmark: _Toc221545431]Data Sharing 
We may share your data with:
· Partner banks for transaction processing.
· Zambian authorities (e.g., Bank of Zambia, Zambia Revenue Authority) for regulatory compliance.
· Credit Reference Bureaus for credit assessments, with your consent.
· Trusted third-party service providers (e.g., payment processors, fraud prevention services) bound by data protection agreements.
7. [bookmark: _Toc221545432]Cross-Border Transfers
If data is transferred outside Zambia (e.g., to regional payment processors), we ensure the recipient country has adequate data protection standards or we implement safeguards (e.g., contractual clauses) as required by the Data Protection Act. We notify the Data Protection Commissioner of such transfers where required.
8. [bookmark: _Toc221545433]Data Subject Rights
Under the Data Protection Act, you have the following rights:
· Request a copy of your personal data held by TELETAP.
· Correct inaccurate or incomplete data.
· Request deletion of your data, subject to legal retention obligations.
· Restrict processing in certain circumstances (e.g., while disputing data accuracy).
· Object to processing based on legitimate interests or for marketing purposes.
· Request your data in a structured, machine-readable format.
· Revoke consent for processing, as described above. We respond within 30 days to all revocation of consent. 
9. [bookmark: _Toc221545434]Data Security
We implement robust technical, organizational, and physical measures to protect your data from unauthorized access, loss, or alteration, including:
· Store PII in the country of residence as required by law.
· Encryption of sensitive data during transmission and storage.
· Access controls limiting data access to authorized personnel.
· Regular security audits and compliance with Bank of Zambia cybersecurity guidelines.
· Secure backup systems to prevent data loss. 
· Customer are responsible for safeguarding your PIN, Biometric Data and account credentials to prevent unauthorized access.
10. [bookmark: _Toc221545435]Data Retention
· We retain personal data only for as long as necessary to fulfill the purposes outlined or to comply with legal obligations (e.g., Bank of Zambia’s record-keeping requirements).
· Transactional data is retained for at least 7 years, as per Zambian financial regulations.
· Upon request or when no longer needed, data is deleted or anonymized, except for secure backup archives required by law.
11. [bookmark: _Toc221545436]Cookies
Our website and app use cookies to personalize your experience and improve services. You can manage cookie preferences via your browser or our app settings. For details, see our Cookie Policy on www.TELETAPayments.co.zm 
12. [bookmark: _Toc221545437]Notification of Data Breaches
In the event of a personal data breach, we will:
· Notify the Data Protection Commissioner within 72 hours, as required by the Data Protection Act.
· Inform affected users promptly if the breach poses a high risk to your rights and freedoms, via SMS, email, or our app.
13. [bookmark: _Toc221545438]Contact Us
For questions, complaints, or to exercise your data subject rights, contact our Data Protection Officer:
· TELETAP App: Chat with us directly in the app.
· Email: hello@teletappayments.com 
· Website: https://teletappayments.com 
· Phone number: +260 968 865 188
· Physical address: TELETAP Payments Limited, 81 Zambezi Way, Riverside, Kitwe, Zambia
· Merchant & Partnership: partnerships@teletappayments.com 
· Customer Support: support@teletappayments.com 
· Regulatory & Compliance: compliance@teletappayments.com 

14. [bookmark: _Toc221545439]Updates to This Policy
We may update this Privacy Policy to reflect legal or operational changes. Updates will be posted on our website (https://teletappayments.com) and communicated via SMS or email at least 30 days before taking effect. Continued use of our services after updates constitutes acceptance of the revised policy. By using TELETAP Payments services, you acknowledge this Privacy Policy and, where applicable, provide explicit consent for data processing as described.
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